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Introduction

This video accessibility platform represents a comprehensive, production-ready solution that combines cutting-edge Al technology
with human quality control workflows. The architecture emphasizes scalability, security, and user experience while maintaining strict
accessibility standards and multi-language support.

Key architectural strengths include:

Scalable Processing: Async FastAPI backend with distributed Celery workers

Robust Al Integration: Self-healing Al response parsing with confidence scoring

Enterprise Security: Multi-layered security with JWT, RBAC, and signed URLs

Quality Assurance: Human-in-the-loop workflows with comprehensive audit trails

Developer Experience: Full TypeScript integration and comprehensive APl documentation
Operational Excellence: Complete observability with OpenTelemetry, metrics, and error tracking

The platform successfully addresses the complex challenges of automated video accessibility while maintaining the flexibility
needed for diverse client requirements and quality standards.
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Framework: FastAPI with async/await support

Language: Python 3.11+

Database: MongoDB Atlas with Motor async driver

Queue System: Redis + Celery for distributed task processing

Cloud Storage: Google Cloud Storage with signed URL security

Al Services: Gemini 2.5 Pro, Google Translate, Google/ElevenLabs TTS
Authentication: JWT with HttpOnly refresh cookies and RBAC

Observability: OpenTelemetry tracing, Sentry error tracking, Prometheus metrics
Validation: Pydantic models with strict typing

Framework: React 18 with Vite build system

Language: TypeScript for type safety

Routing: React Router v6 with role-based route guards

State Management: TanStack Query (server state) + Zustand (minimal Ul state)
Styling: Tailwind CSS with responsive design principles

Forms: React Hook Form with Zod validation

File Upload: React Dropzone with real-time progress tracking

Containerization: Docker with optimized multi-stage builds
Deployment: Google Cloud Run for APl and worker services
CDN: Google Cloud CDN for frontend asset delivery
Database: MongoDB Atlas (fully managed)

Caching: Redis (managed service)

Infrastructure as Code: Terraform for complete stack management

video_accessibility/

— backend/ # FastAPI Python backend

| app/

| | | apis # API route handlers

| | | models/ # Pydantic data models

| | |} services/ # Business logic services

| | | tasks/ # Celery background tasks

| | ' cores # Configuration and utilities
| | tests/ # Backend test suites

| L— requirements.txt # Python dependencies

— frontend/ # React TypeScript SPA

| src/

| | | components/ # Reusable UI components

| | | routes/ # Page-level components

| | | lib/ # Utilities and configurations
| | ' types/ # TypeScript type definitions
|  public/ # Static assets

| L— package.json # Node.js dependencies



— infra/
|  cloud-run/
| L— cloud-cdn/

— examples/
L— docker-compose.yml

Data Models

# Infrastructure as Code

# Google Cloud Run deployment

# CDN configuration

# Test video files for development
# Local development environment
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"client_id": ObjectId("..."),
"title": "Marketing Video Q3 2025",
"source": {

"filename": "marketing_q3.mp4",

"original filename": "Marketing Video - Final Cut.mp4",

"gcs_uri": "gs://accessible-video/job123/source.mp4",

"duration_s": 180.5,

"language": "en
}I
"requested_outputs": {

"captions_vtt": true,

"audio_description_vtt": true,

"audio_description_mp3": true,

"languages": ["es", "fr", "de"l,

"transcreation": ["es"] // Cultural adaptation vs direct translation

}
"status": "pending_qc", // State machine value
"review": {
"notes": "Minor timing adjustments needed",
"reviewer_id": ObjectId("..."),
"history": [
{
"at": "2025-08-24T10:30:00Z",
"status": "pending_qc",
"by": "reviewer@company.com",
"notes": "Ready for QC review"
I
]
}I
"outputs": {
"en": {
"captions_vtt_gcs": "gs://accessible-video/jobl23/en/captions.vtt",
"ad_vtt_gcs'": '"gs://accessible-video/jobl23/en/ad.vtt",
"ad_mp3_gcs'": '"gs://accessible-video/job123/en/ad.mp3"
}I
"es'": {
"captions_vtt_gcs": "gs://accessible-video/jobl23/es/captions.vtt",
"ad_vtt_gcs'": '"gs://accessible-video/jobl23/es/ad.vtt",
"ad_mp3_gcs": '"gs://accessible-video/job123/es/ad.mp3",
"origin": "transcreate", // vs '"translate"
"ga_notes": "Cultural references adapted for Spanish market"
}
}l
"ai": {
"ingestion_json": {
"captions": [...],
"audio_descriptions": [... ],
""confidence": 0.94
}'
"confidence": 0.94
}l

""created_at'": '2025-08-24T09:00:00Z",
"updated_at": "2025-08-24T10:35:00Z"



gs://accessible-video/{jobId}/

|— source.mp4 # Original uploaded video
— en/ # English outputs
| F— captions.vtt # English closed captions
| | ad.vtt # English audio description script
| L— ad.mp3 # English audio description audio
— es/ # Spanish outputs (example)
| |— captions.vtt # Spanish captions (translated/transcreated)
| — ad.vtt # Spanish audio description script
| L— ad.mp3 # Spanish TTS audio
L— {additional_languages}/ # Additional language folders

— ... # Same structure per language

Key backend models ensuring type safety:

JobResponse: Complete job data for API responses
CreateJobRequest: Video upload with metadata
UpdateJobRequest: Partial job updates
ReviewAction: QC approval/rejection with notes
VttUpdateRequest: Caption editing operations
DownloadResponse: Signed URL generation
UserResponse: User data without sensitive fields

Drag-and-drop interface with React Dropzone
Progress tracking with real-time upload percentage
File validation (format, size, duration limits)

Secure multipart upload to Google Cloud Storage
Metadata extraction using ffprobe for video properties



Gemini 2.5 Pro integration for content analysis

Structured JSON output with self-healing parsing

Dual output generation: Closed captions + Audio descriptions
Confidence scoring for quality assessment

Error recovery mechanisms for failed Al calls

interface {
jobId: 0
language: ’

type: ’
readonly?: ;

Features:

Rich text editing of VTT caption content

Timing preservation during text modifications
Bulk timing adjustments for synchronization fixes
Preview integration with HTML5 video player
Validation of WebVTT format compliance
Auto-save functionality with conflict resolution

Assignment system for reviewer workload management
Approval/rejection with mandatory review notes
History tracking for audit trail and accountability

Quality metrics tracking for process improvement

Standard Translation: Google Cloud Translate for direct language conversion
Transcreation: Gemini-powered cultural adaptation for marketing content

VTT Structure Preservation: Maintains timing and formatting across languages

QC approval triggers translation pipeline
Parallel processing for multiple target languages
VTT timing synchronization across all languages
Quality validation before TTS synthesis



Google Cloud TTS: High-quality natural voices
ElevenLabs: Premium Al voices for enhanced quality
Voice Configuration: Per-language voice selection

Per-cue synthesis: Individual audio clips for each VTT segment
Timing synchronization: Audio duration matches VTT timing
Cross-fade stitching: Seamless audio transitions

Format optimization: MP3 output with appropriate bitrates

User managemer

Signed URLs with 24-hour expiration for all file downloads

CORS configuration allowing cross-origin access for authenticated users
Content-type validation ensuring proper file handling

Audit logging for all file access operations

Lifecycle policies for automatic cleanup of expired files
Compression for VTT text files
CDN integration for fast global file delivery

HTML email templates with professional styling
Signed URL embedding for secure file access
Notification triggers: Job completion, approval, rejection

Expiration reminders for download links

WebSocket connections for live status updates (planned)
Browser notifications for important events
In-app notification center for user alerts




Recent jobs overview with status indicators
Upload statistics and processing times
Download history with expiration tracking
Usage analytics for billing and optimization

System performance metrics (processing times, error rates)

User activity tracking and engagement metrics
Resource utilization monitoring
Quality control statistics and reviewer performance

Process Flows

Client Frontend API Cloud Storage Worker Queue Al Service Reviewer
Upload video file
POST /jobs (multipart)
Store video file
Queue ingestion task
Job created (status: created)
Download video
Process video with Al
Return captions + audio descriptions
Upload VTT files
Update job (status: pending_qc)
Access QC dashboard
GET /admin/qc
Jobs pending review
Edit and approve VTT content
POST fjobs/{id}/actions/approve_english
Queue translation task |
Process translations
Generate audio descriptions
Return MP3 files
Upload translated assets
Update job (status: pending_final_review)
B Final review and approval
POST fjobs/{id}/actions/complete
Send completion notification
Notification with download links
Update job (status: completed)
Client Frontend API Cloud Storage Worker Queue Al Service Reviewer




Job Al Processing
Complete
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User Frontend API Auth Service Database
Enter credentials
>
POST /auth/login
Validate user credentials
User data + role
< .............................................................................
Generate JWT access token
Generate refresh token
Tokens created
<_ ...........................................
Set refresh token as HttpOnly cookie
Access token + user data
4 ...................................................
Store access token in memory
‘ Subsequent API requests
Request with Authorization header
Validate access token
Token valid + user claims
4. ...........................................
Check RBAC permissions
Authorized response
l - eerrennnneiiiccciiceceiiec e rac e rccnnnanennaad
Token refresh flow ‘
401 Unauthorized (expired token)
4 ...................................................
POST /auth/refresh (with cookie)
Validate refresh token
Generate new access token
New access token
<_ ...........................................
New access token
l-eerrenanneiiiccciiieciiieciecrac e rccnnnanennaad
Retry original request
User Frontend API Auth Service Database

User Journey



Video Accessibility Client Journey
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Progress Confirmation Email | | IR T complete Email Links Files Quality

Reviewer Quality Control Journey

Client Upload (5 minutes)
User drags video file to upload zone
Fills required metadata (title, target languages)
Monitors upload progress to completion
Receives job ID and initial confirmation
Al Processing (10-30 minutes, automated)
Celery worker picks up ingestion task
Video uploaded to Gemini 2.5 Pro
Al generates captions and audio descriptions
VTT files created and stored in GCS
Job status updated to "pending_qc"
Quality Control (15-45 minutes)
Reviewer receives notification of pending job
Opens VTT editor for content review
Makes text corrections and timing adjustments
Previews content with integrated video player
Approves job triggering translation pipeline
Multi-Language Processing (20-60 minutes, automated)
Translation worker processes all target languages
TTS service generates audio descriptions
All output files uploaded to structured GCS paths
Job status updated to "pending_final_review"
Final Review & Delivery (10-20 minutes)
Reviewer validates all translated outputs
Performs final quality check on audio files
Approves job for completion
Client receives email with signed download URLs



Initial Processing (same as Scenario 1, steps 1-2)
QC Rejection (10-15 minutes)
Reviewer identifies quality issues
Adds detailed notes explaining problems
Rejects job with specific feedback
Job status changed to "rejected"
Client Notification & Resolution
Client receives rejection email with reviewer notes
Client can contact support for clarification
New job may need to be created with improved source material

Technical Concepts

The backend leverages Python's async/await functionality for high-concurrency request handling:

@router.post( )
async def (
job_id: ,
vtt_data: VttUpdateRequest,
current_user: User = Depends(get_current_user)

job = await job_service.get_job(job_id)
await job_service.update_vtt_content(job, vtt_data)
return await job_service.validate_and_return(job)

Background tasks are handled by Celery workers for scalable processing:

@celery_app.task(bind= , max_retries=3)
def (self, job_id: ):
try:

result = gemini_service.process_video(job_id)
return result

except Exception as exc:

raise self.retry(exc=exc, countdown=60 * (2 *x self.request.retries))

Gemini Al responses are parsed with fallback mechanisms:



def (raw_response: ) —
try:
return json.loads(raw_response)
except json.JSONDecodeError:

json_match = re.search(
if json_match:

return json.loads(json_match.group(1))
raise InvalidAIResponseError( )

, raw_response, re.DOTALL)

Gemini prompts are designed for consistent JSON output:

GEMINI_PROMPT_TEMPLATE =

The platform maintains strict WebVTT compliance:

def (vtt_content: ) —>
lines = vtt_content.strip().split( )
if not lines[0].startswith( ):
return

for i, line in (lines):
if in line:
timestamps = line.split( )
if not is_valid_timestamp(timestamps[0].strip()) or \
not is_valid_timestamp(timestamps|[1].strip()):
return
return



Translation maintains original VTT timing structure:

def (vtt_content: , target_language: ) —
cues = parse_vtt_cues(vtt_content)

text_to_translate = [cue.text for cue in cues]
translated_text = translate_service.translate_batch(text_to_translate, target_language)

for i, cue in (cues):
cue.text = translated_text[i]

return serialize_to_vtt(cues)

access_token_data = {
user.email,
: user.role,

: datetime.utcnow() + timedelta(minutes=15)

refresh_token_data = {
user.email,

’

: datetime.utcnow() + timedelta(days=7)

def (blob_name: , expiration:

1l
*
*

—>

bucket = gcs_client.bucket(GCS_BUCKET_NAME)
blob = bucket.blob(blob_name)

return blob.generate_signed_url(
version= )
expiration=datetime.utcnow() + timedelta(seconds=expiration),
method=



const { data: job, islLoading, error } = ({
queryKey: [ , jobId],
() == api. (jobId),
refetchInterval: ,
staleTime: * ,

1)

const updateJobMutation = ({
mutationFn: api.updatelob,
: async (newJobData) => {

await queryClient. (I , jobIdl);
const previousJob = queryClient. ([ , jobId]);
queryClient. ([ , jobId], newJlobData);

return { previousJob };

i
(err, newJobData, context) => {
queryClient. ([ , jobId], context.previousJob);
i
});
class :
def (self, exc, base_delay=60):
delay = base_delay * (2 xx self.request.retries)
jitter = random.uniform(0, ) * delay
return self.retry(exc=exc, countdown= (delay + jitter))
@celery_app.task(bind= , base=RetryableTaskMixin, max_retries=5)
def (self, job_id: ):
try:

return gemini_service.process(job_id)
except (ConnectionError, TimeoutError) as exc:
return self.retry_with_backoff(exc)

class :
def (self, failure_threshold=5, recovery_timeout=60):
self.failure_threshold = failure_threshold
self.recovery_timeout = recovery_timeout



self.failure_count = 0
self.last_failure_time = None
self.state =

def (self, func, =*args, sxkwargs):
if self.state == :
if time.time() - self.last_failure_time > self.recovery_timeout:
self.state =
else:
raise CircuitBreakerOpenError( )

try:
result = func(xargs, sxkwargs)
self.reset()
return result

except Exception as e:
self.record_failure()

raise e
db. . ({ 3 il A =ik 1))F
db. . ({ t 1 }1);
db. . ({ :13});
db. ; ({ 1}, { : true });

@lru_cache(maxsize=1000)
def (user_id: ) —> Listl[ 1:

return permission_service.get_permissions(user_id)

def (user_id: , hew_role: UserRole):
user_service.update_role(user_id, new_role)
get_user_permissions.cache_clear()

Security Architecture



Client Layer Security

Content Security Policy CORS Configuration

HTTPS Enforcement

API Layer Security

A

Infrasfructure Security

A A

Private VPC Cloud Firewall Secret Management

Access Tokens: Stored in JavaScript memory (not localStorage) to prevent XSS attacks
Refresh Tokens: Stored in HitpOnly cookies to prevent JavaScript access

Token Rotation: Automatic rotation on refresh to limit exposure window

Secure Transmission: All tokens transmitted over HTTPS only

def (password: ) —

salt = bcrypt.gensalt(rounds=12)

return bcrypt.hashpw(password.encode( ), salt).decode(
def (password: , hashed: ) —> :

return bcrypt.checkpw(password.encode( ), hashed.encode(
def (xallowed_roles: UserRole):

def (func):

async def (*args, *xkwargs):
current_user = kwargs.get( )

Input Validation JWT Authentication Role-Based Access Control Rate Limiting
v Data Layer Segurity A
Data Encryption at Rest Signed URLs IAM Policies

if not current_user or current_user.role not in allowed_roles:

raise HTTPException(



status_code=403,
detail= {allowed_roles}
)
return await func(xargs, s*kkwargs)
return wrapper
return decorator

@router.delete( )
async def (
job_id: ,
current_user: User = Depends(require_roles(UserRole.ADMIN, UserRole.CLIENT))

if current_user.role == UserRole.CLIENT:
job = await job_service.get_job(job_id)
if job.client_id != current_user.
raise HTTPException(status_code=404, detail= )

await job_service.delete_job(job_id)

class (BaseModel) :
content: = Field(..., max_length=100000)
language: = Field(..., regex= )
@validator( )
def (cls, v):
if not v.startswith( )
raise ValueError( )

return bleach.clean(v, tags=[], strip=True)

ALLOWED_VIDEO_TYPES = { , , }
MAX_FILE SIZE = 5 * 1024 * 1024 x 1024

async def ( : UploadFile):
if .content_type not in ALLOWED_VIDEO_TYPES:
raise HTTPException(400, )
if .size > MAX_FILE_SIZE:

raise HTTPException(400, )

header = await .read(1024)
await .seek(0)



if not is_valid_video_header (header):
raise HTTPException(400, )

:all
:all

1 gen2

100
: 300
: video-accessibility-runner@project.iam.gserviceaccount.com

- : gcr.io/project/api: latest

= : ENVIRONMENT

: production
: 2000m
: 4G1
. true
1000
class

@staticmethod
def (email: , success: , ip: )

logger. infol(
extra={

: email,
! success,
ip,
: datetime.utcnow()



@staticmethod
def (user_id: , resource: , action: )&
logger.warning(

extra={
’
user_id,
resource,
action,
datetime.utcnow()
¥

API Specifications

/api/vl/auth/login

Request Body:

Response:

Response Headers:

Set-Cookie: refresh_token=<secure_token>; HttpOnly; Secure; SameSite=Lax; Path=/api/v1l/auth/refresh; Max-
Age=604800

/api/vl/auth/refresh

Headers:

Cookie: refresh_token=<refresh_token>



Response:

/api/vl/jobs

Content-Type: multipart/form-data

Form Fields:

title : string (required) - Job title

language : string (required) - Source video language (ISO 639-1)

target_languages : array of strings - Target languages for translation

captions_vtt : boolean - Generate closed captions

audio_description_vtt : boolean - Generate audio description script
audio_description_mp3 : boolean - Generate audio description audio
transcreation_languages : array of strings - Languages requiring cultural adaptation
file : file (required) - Video file (MP4, MOV, AVI)

Response:

/api/vl/jobs

Query Parameters:

status : string (optional) - Filter by job status
mine : boolean (optional) - Show only user's jobs (clients only)
page : integer (optional, default: 1) - Page number



- limit : integer (optional, default: 20) - Items per page

Response:
{
"jObS": [
{

"id": "job_123",
"title": "Marketing Video Q3 2025",

"status'": "pending_qc",
""created_at": '2025-08-24T10:00:00Z",
"client": {
"id": "user_456",
"full_name": "Jane Smith",
"email": "jane@company.com"
}
}
]l
"total": 1,
"page": 1,
"limit": 20,
"pages": 1

GET /api/vl/jobs/{job_id}

Response:

Ilidll: Iljob_123ll'
"title": "Marketing Video Q3 2025",

"status": "pending_qc",
"source": {
"filename": "marketing_q3.mp4",
"original_filename": "Marketing Video - Final Cut.mp4",

""gcs_uri": "gs://accessible-video/job_123/source.mp4",
"duration_s": 180.5,
""language": "en"
}l
"requested_outputs": {
"captions_vtt": true,
"audio_description_vtt": true,
"audio_description_mp3": true,
"languages": ["es", "fr"l,
"transcreation": ["es"]

}l
"outputs": {
"en": {
"captions_vtt_gcs'": '"gs://accessible-video/job_123/en/captions.vtt",
"ad_vtt_gcs'": '"gs://accessible-video/job_123/en/ad.vtt"
}
H

"review": {



/api/vl/jobs/{job_id}/actions/approve_english

Authorization: Reviewer or Admin role required

Request Body:

Response:

/api/vl/jobs/{job_id}/actions/reject

Authorization: Reviewer or Admin role required

Request Body:



"notes": "Audio quality is poor, please provide higher quality source video"

}
Response:
{
"message": "Job rejected",
"job": {
"id": "job_123",
"status": "rejected",
"review": {
"notes": "Audio quality is poor, please provide higher quality source video",
"reviewer_id": "reviewer_789"
¥
I
b

File Operation Endpoints
GET /api/vl/jobs/{job_id}/downloads
Authorization: Job owner, Reviewer, or Admin

Response:

"expires_at'": '"2025-08-25T12:00:00Z",
"downloads": {
"source": {
"url": "https://storage.googleapis.com/accessible-video/job_123/source.mp4?X-Goog-
Algorithm=...",
"filename": "marketing_q3.mp4",
"'size_bytes": 52428800
}'
"outputs": {
"en": {
"captions_vtt": {
"url": "https://storage.googleapis.com/accessible-video/job_123/en/captions.vtt?X-
Goog-Algorithm=...",
"filename": "captions_en.vtt",
"'size_bytes": 8192
}l
"ad_vtt": {
"url": "https://storage.googleapis.com/accessible-video/job_123/en/ad.vtt?X-Goog-
Algorithm=...",
"filename": "audio_description_en.vtt",
"size_bytes": 6144
b
"ad_mp3": {
"url": "https://storage.googleapis.com/accessible-video/job_123/en/ad.mp3?X-Goog-
Algorithm=...",
"filename": "audio_description_en.mp3",



/api/v1l/jobs/{job_id}/vtt

Authorization: Reviewer or Admin

Query Parameters:

language : string (required) - Language code (e.g., "en", "es")
type : string (required) - VTT type ("captions" or "audio_description")

Response:

/api/v1l/jobs/{job_id}/vtt

Authorization: Reviewer or Admin

Request Body:

Response:



All APl endpoints return consistent error responses:

Common HTTP Status Codes:

200 - Success

201 - Created

400 - Bad Request (validation errors)

401 - Unauthorized (invalid/expired token)

403 - Forbidden (insufficient permissions)

404 - Not Found

409 - Conflict (duplicate resource)

422 - Unprocessable Entity (business logic error)
429 - Too Many Requests (rate limited)

500 - Internal Server Error



